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Between March and June 2024, 
SAPinsider surveyed 173 
members of its community.

Survey participants from various 
geographical regions worldwide 
represented diverse 
organization sizes, contributing 
to a comprehensive dataset.

The primary objective of the 
survey was to gather insights 
from professionals who play a 
pivotal role in making 
cybersecurity decisions within 
their respective organizations.
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The participants were asked about 
cybersecurity, and the security 
strategies being implemented in 
their organizations.

They were also asked about their 
organizational roles and the 
market sector in which their 
organizations operated.
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For the last two years respondents 
considered ransomware attacks the 
biggest threat to their SAP systems, 
though unpatched systems was a 
close second. This year, unpatched 
systems is at the top of the list.

Organizations must develop and 
implement a comprehensive strategy 
for regular patching. Although 
maintaining this practice can be 
challenging in complex 
environments—especially when 
balancing the need for continuous 
system availability—regular patching 
is essential for safeguarding systems 
against vulnerabilities and threats.
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The need to protect systems from 
ransomware and malware attacks 
was driven predominantly by smaller 
organizations that placed a lower 
emphasis on protecting the data in 
their SAP systems. However, 
organizations of all sizes want to 
keep systems and operations online.

Whether organizations focus on 
protecting systems from 
ransomware attacks or more 
generally protecting the data in those 
systems, it is vital that SAP systems 
are as secure as possible. 
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With unpatched systems being one 
of the key threats to SAP systems, it 
is no surprise that keeping up with 
patches and updates is the biggest 
challenge faced by those securing 
their systems. Also seeing a jump in 
importance this year is the need to 
secure custom code.

Having a cybersecurity program 
brings together capabilities from 
across the organization to ensure 
that systems are protected. Every 
organization should expand the 
parameters of their security planning 
to ensure that that have an effective 
cybersecurity program.
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Of those that reported they had 
problems keeping up with patches 
and updates, the two most 
significant challenges related to 
scheduling. This is because 
competing business priorities are 
just as much a scheduling issue as 
regularly scheduled downtime.

Organizations need to flag patching 
difficulties to IT and security 
leadership so that these issues can 
be addressed. If they are not, 
vulnerabilities have the potential to 
be exploited. 
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While being unable to meet SLAs was 
the biggest potential cloud concern 
for respondents, the next two most 
important concerns were related to 
data. Data residency is a major topic 
for many organizations as is the 
potential access to data by other 
tenants in cloud system.

Working closely with cloud providers 
is an important way to remediate 
these concerns. This will not only 
better educate internal teams but will 
ensure that there is a better 
understanding of the cloud 
environments the organization is 
using.
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Strategy and Needs 
for Cybersecurity

DRIVERS
• Pressure to keep systems secure 

from ransomware and malware 
attacks (36%)

• Need to protect access to 
sensitive and confidential data in 
SAP systems (34%)

• Pressure to keep critical systems 
and operations online (26%)v

ACTIONS
• Training end-users to protect 

credentials from social 
engineering and other attacks 
(44%)

• Regularly implementing patches 
and updates (43%)

• Conducting regular audits and 
security assessments (36%)

REQUIREMENTS
• Real-time monitoring and logging 

capabilities (81%)

• Fully patched and updated 
systems (79%)

• Regular training and education 
programs for all employees (79%)

• Safe password practices (78%)

• Cybersecurity protection for 
cloud-based solutions (77%)

• Cybersecurity tools that provide 
consistent protection across 
cloud and on-premise 
environments (77%)

TECHNOLOGIES
• Encrypted/Secure Connectivity (61%)
• Continuous Monitoring (59%)
• Data Encryption (57%)
• Vulnerability Management (49%)
• Security-Driven Networking (43%)
• Code Vulnerability Analysis (34%)
• Dynamic Authorization and Least Privilege 

(34%)
• Application-Aware Network Security (32%)
• Threat Intelligence Feeds (32%)
• Automated Testing for Compliance (32%)
• Embedded Hardware Authentication (30%)
• Automated Code Vulnerability Testing Tools 

(29%)
• Zero-Trust Models (25%)
• UI Masking (25%)
• Behavioral Analytics (21%)
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In response to being concerned 
about ransomware and malware 
attacks impacting SAP systems, 
respondents are educating users. 
There is also an emphasis on 
patching regularly, although this has 
dropped slightly in importance from 
last year.

Focusing on user training can help 
shut down some of the most likely 
routes for threat actors — those 
using the systems. The more users 
know about ways that attacks can 
happen, the less likely they are to be 
socially engineered.
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With a concern about ransomware 
attacks and users being exploited, 
real-time monitoring and logging can 
help detect unusual behavior in 
systems. This allows those tasked 
with securing systems to react to the 
early phases of an attack. 

Regular training helps keep users up-
to-date about phishing attacks and 
changing attack vectors, although 
users can be deterred from 
completing cybersecurity training 
when it is repetitive. 
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Secure connectivity, continuous 
monitoring, and data encryption are 
the three most used technologies 
today.

Secure connectivity and data 
encryption help organizations make 
sure that data is secure when it is 
stored and during transit. Continuous 
monitoring is intended to reveal any 
unusual activity in systems. 
Combined, these three technologies 
provide a starting point for any 
cybersecurity strategy.

10

14%

16%

18%

25%

23%

33%

27%

29%

38%

40%

50%

50%

55%

26%

16%

22%

18%

25%

26%

20%

26%

22%

26%

29%

32%

37%

40%

45%

21%

25%

25%

29%

30%

32%

32%

32%

34%

34%

43%

49%

57%

59%

61%

BEHAVIORAL ANALYTICS

ZERO-TRUST MODELS

UI MASKING

AUTOMATED CODE VULNERABILITY TESTING TOOLS

EMBEDDED HARDWARE AUTHENTICATION

THREAT INTELLIGENCE FEEDS

AUTOMATED TESTING FOR COMPLIANCE

APPLICATION-AWARE NETWORK SECURITY

CODE VULNERABILITY ANALYSIS

DYNAMIC AUTHORIZATION AND LEAST PRIVILEGE

SECURITY-DRIVEN NETWORKING

VULNERABILITY MANAGEMENT

DATA ENCRYPTION

CONTINUOUS MONITORING

ENCRYPTED/SECURE CONNECTIVITY

Technologies in Use Supporting Cybersecurity
2024 2023 2022



Detailed Findings from the SAPinsider Benchmark Report | Cybersecurity Threats and Challenges to SAP Systems

© Copyright 2024 SAPinsider. All rights reserved.© Copyright 2024 SAPinsider. All rights reserved.

Over the next two years, one of the 
biggest investment areas is reducing 
the vulnerabilities in custom code. 
Nearly all SAP environments have 
some customizations, while many 
have tens of thousands of lines of 
customized code. Since much of this 
may be infrequently used or 
developed by those no longer with 
the organization, having tools that 
help analyze and remediate potential 
vulnerabilities is crucial. This is 
especially true for organizations that 
are in the process of moving to SAP 
S/4HANA. 
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Behavioral analytics provides insight 
into the actions taken by users in 
systems. From a cybersecurity 
standpoint, this is helpful as it can 
quickly reveal when unusual 
activities are being performed by a 
specific account. Because any sort of 
account compromise would result in 
this type of unusual activity, having 
behavioral analysis makes it possible 
to detect breaches much earlier. This 
can then prevent some of the most 
significant damage from being done.
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Historically, the security of SAP 
systems was largely invisible to 
dedicated security teams. This is 
because it was normally managed 
entirely by the SAP team. This has 
shifted over the last few years. This 
year, nearly two-thirds of 
respondents report their SAP teams 
either working in combination with 
their security team or IT team to 
ensure that SAP systems are 
protected. This can ensure that SAP 
systems, and particularly those that 
they are integrated with, are much 
better protected.
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Moving to the cloud can be a 
challenge for many organizations as 
they may face a skills gap when it 
comes to cloud technologies. When 
security is not being managed by 
dedicated teams, this skill gap can 
sometimes be multiplied as a limited 
pool of resources can be 
overstretched. 

Larger organizations were more 
likely to rely on a dedicated Cloud 
Security Operations team, but 
smaller organizations may not have 
the resources to staff a dedicated 
group, which is why they rely 
primarily on IT operations.
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Most organizations rely on multiple 
cloud providers, and this trend is 
even more pronounced in larger 
organizations. For example, 41% of 
larger organizations report using at 
least four cloud providers. 

The more cloud providers in use the 
more complex the security 
environment and the greater the 
potential attack surface. This means, 
it is vital for security teams to be well 
trained and knowledgeable about 
current attack trends. 
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We previously examined the 
concerns that respondents had 
about using cloud environments, but 
the reality is that many of these 
concerns were not realized. The skill 
gap for cloud services and 
capabilities was listed fifth in 
potential threats, and cloud services 
being unavailable when needed was 
listed sixth. Yet, these ended up 
being the mostly likely concerns to 
be realized. This is where education 
and training are paramount for both 
staff and leadership so that 
organizations can dedicate 
resources in the most productive 
areas. 
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There were no major changes in the 
security expectations for cloud 
service providers between 2023 and 
2024, although an increased number 
of respondents reported that they 
needed assistance about what 
security is needed at different levels. 

This is another area where education 
and training can help make a 
significant difference with internal 
teams. Having experienced teams 
will reduce the confusion when it 
comes to what security will be 
managed by providers and how that 
management needs to be done.
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When it comes to SAP offerings, 
there is slightly more confusion 
about who is responsible for security 
than for the cloud in general. This is 
likely because information on cloud 
security is more generally available 
while securing cloud-based SAP 
offerings may require more 
specialized knowledge. 

Organizations need to dedicate 
resources to working with SAP to 
understand who is responsible for 
different security aspects so that 
they can ensure that their systems 
are effectively protected.
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There was no significant difference 
in the likelihood of an attack 
impacting a cloud provider between 
organizations of different sizes, 
although respondents from larger 
organizations were more likely to 
have no information. This is because 
of the size and complexity of the IT 
teams and the fact that those in the 
SAP team may be unaware of 
activities impacting systems outside 
of their purview.
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One of the ways of determining 
whether a breach has occurred is to 
analyze system activity, particularly 
user behavior. If a user starts running 
transactions that they have never 
used before, it may indicate that the 
account has been compromised. 
However, while 35% of respondents 
reported that their organization was 
logging complete data, and increase 
of 10% from last year, more than half 
are only logging minimal user activity 
data.
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For organizations logging user 
activity, the primary purpose is often 
the early detection of potential 
threats. Other key scenarios include 
supporting audit and compliance, 
providing real-time alerts, and 
enhancing incident response. 
However, a concerning finding from 
the survey is that a quarter of 
respondents, particularly from 
smaller organizations, admitted to 
logging user activity data but not 
utilizing it effectively.
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Cloud security is the most likely area 
to receive investment from 
respondent organizations, though 
there is increased investment for 
threat detection and response and 
vulnerability management when 
compared to last year. With an 
accelerating move to the cloud, this 
is unsurprising.

Organizations need to plan and 
prioritize their security budgets to 
ensure that new investments are 
being secured. This is particularly 
true for the cloud.
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While investments persist, the global 
macroeconomic climate continues to 
affect security spending. Many 
respondents report the need to cut 
costs by exploring alternatives to 
their current solution providers, or by 
putting security projects on hold. 

Although an increasing number of 
respondents see no impact this year, 
fewer are witnessing a rise in 
demand for security despite the 
growing frequency of breaches.
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Securing SAP systems can be 
complex since they are nearly always 
online and are connected to most 
other parts of the enterprise. They 
can also have specific security needs 
and patching requirements. 

Network security helps secure the 
interconnectedness of systems while 
the next three required elements are 
about protecting the data in SAP 
systems. This reflects that 
protecting data in SAP systems is of 
paramount importance.
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The decrease in the number of 
respondents reporting successful 
attacks on their systems can likely be 
attributed to the higher proportion of 
respondents from North America. 
Over the past two years, 
respondents from APJ and EMEA 
have been more likely to experience 
cyberattacks impacting their SAP 
systems compared to those in North 
America. This year, with nearly 60% 
of respondents located in North 
America, this shift in geographical 
representation may explain the 
observed decline in reported attacks.
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