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Building an Azure Cloud Center of Excellence

Microsoft Cloud Adoption Framework for Azure
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SAP on Azure Migration Framework

DISCOVER

Discover your current SAP
estate, document core SAP
landscapes and
customizations

Define goals

Determine your key
stakeholders and organize your
community around Key
Performance Indicators (KPIs)

Review market approved
journeys jointly created by SAP
and Microsoft

PREPARE

Assess and plan for your
landscape to map to your
future vision

Right-size SAP to fit your
business needs

Leverage Enterprise scale
for SAP and reference
architectures designed by
Microsoft and SAP

Draft plans for business
continuity, migration
cutover, testing, and
organizational readiness
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MIGRATE

Realize your migration
plan and communicate it
to the business

Deploy environment
across compute, networking,
security, and database needs

Test for recovery
and performance

Migrate to bring your
technology to life

D

RUN

Optimize landscapes
with cloud operational
best practices

Incorporate new updates
to continuously enhance
your environment

Enjoy Azure services
and integration with
third-party apps

INNOVATE

Integrate your entire IT
environment and secure
access with Azure AD (SSO)

Drive immediate insights
with data visualization tools

Invent new customer
experiences by extending
the core platform



Guiding Themes for Product

qllill  Seamless Scale

On-demand capacity
Right size
Scale up and down per business needs

Performance

Consistent latency and throughput
Collocated compute and storage
Handle burstiness in your workload

%\\ Support data growth of your systems

SAP HANA DBs can have 100s of GBs of growth per
month

CJ

Cost Efficient

Offer options for cost savings
Cheaper options for lower priority workloads

Business Continuity

HA & DR architecture
Zone aware deployments
Seamless replication
Backup & recovery
Minimize downtime

Future Proof

Next generation platform for mission critical ERP
workloads
Secure by design



Scalable compute options for all SAP workloads & sizes

12TiB
6TiB
4TiB
3TiB
1.5TiB
672GiB

284GiB
256GiB

192GiB

16GiB
8GiB

SAP NetWeaver
certified

Ddsv5-series
8GiB—-384GiB

Dasv4-series
8GiB-384GiB

SAP NetWeaver
certified

Edsv5-series
16GiB-672GiB

Easv4-series
16GiB — 672GiB

SAP HANA certified
E20dsv5 -> E96dsv5
160GiB -> 672 GiB

SAP NetWeaver
and
SAP HANA
certified

M-series (Mv1)
VMs
192GiB-4TiB

SAP NetWeaver
and
SAP HANA
certified
Mv2-series VMs
3TiB, 6TiB and
12TiB

New Msv2/Mdsv2
Medium Memory
875GiB -> 4TiB

SAP HANA
certified
SAP HANA
on Azure
large instances
1.5TiB-24TiB

Intel Optane
Persistent Memory

Azure is the only
Intel Optane certified
unit published in the

HANA Hardware

Directory

E Cloud Platform I

2 to 96

2 to 96

8 to 128

vCPUs

208 to 416

72 to 960

UP TO 99.99% SLAS FOR VMS AND LARGE INSTANCES

Cloud Automation
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SAP Automation Framework | Overview

Automated deployment of SAP on Azure following a
Microsoft-supported Reference Architecture. Provides
industry leading Infrastructure-as-Code and Configuration
as Code based automation modules with

respectively

laaS Setup, SAP
software install,

Fast, consistent
deployments
(S/4AHANA with HA
in 3 hours)

Open Source

Repo: Azure/sap-hana
https://github.com/Azure/sap-hana

SAP HANA,

High availability (HA)
configuration Jointly-created
reference

architectures

Modularized,
supports
customization



https://github.com/Azure/sap-hana

SAP Continuous Threat Monitoring with Sentinel | Preview

—>  Continuously monitor SAP systems for
threats at all layers: business logic,
application, database, and OS

—>  Detect threats like privilege
escalation, unapproved change and
more with out-of-the-box detections

—>  Correlate SAP monitoring with other
signals across your organization

—>  Build your own detections to monitor
sensitive transactions and other
business risks

36 Rules by severity
I
Active rules 1 High (18) Medium (18) Low (2)

Active rules Rule templates

22 Search Severity @ All Rule Type : All
[] severiTy 1y NAME Ty

D High Advanced Multistage Attack Detection

I:\ High SAP - High - HANA DB - Assign Admin Authorizations

D High SAP - High - Client Configuration Change

D High SAP - High - HANA DB - User Admin actions

D High SAP - High - RFC Execution of a Sensitive Function Module
I:\ High SAP - High - HANA DB - Deactivation of Audit Trail

D High SAP - High - HANA DB - Audit Trail Policy Changes

D High SAP - High - Deactivation of Security Audit Log

D High SAP - High - Sensitive privileged user change

I:\ High SAP - High - System Configuration Change

D High SAP - High - Execution of a Sensitive ABAP Program

D High SAP - High - Sensitive privileged user logged in

I:\ High SAF - High - Function Module tested

D High SAP - High - Login from unexpected network

Informational (0)

Status : All

RULE TYPE Ty

7
Cloud Platform
E g l
hi
Tactics : All

STATUS Ty TACT!
Enabled e
Enabled # P
Enabled » B
Enabled P
Enabled S
Enabled 2D B
Enabled o
Enabled =
Enabled PN
Enabled |
Enabled | -
Enabled LR
Enabled [ ]
Enabled Kl in



Azure Monitor for SAP Solutions (AMS)

End to end SAP technical monitoring in Azure portal
a8

. C‘ Customer Subscription
Key beneflts M%Azure Customer VNET E Clmpngm I
Collect and visualize end-to-end telemetry SAP4
at one place with one tool in Azure portal AV SAP NetWeaver (ABAP & JAVA)
— 6 BN s/
. .. . . — > — [ atabase
Simplified set-up & maintenance experience 0 1] AP RANA b
Customer Azure Portal Managed resource group
:® PTLN
Support for SAP workloads on VM & HANA Log Analytics ~ Azure Function
Large Instances (bare-metal) ® m
Key Vault  Storage queue — > Pacemake
. ‘ High-availability (pacemaker) cluster
Easily create a single-pane-of-glass for SAP Blob File ‘ A
& non-SAP deployments by combining gy
. Operating System (Linux)
telemetry from AMS & Azure Monitor. e
Integration with Azure Light house —
Ta rget user personas
SAP Basis team
Infrastructure team f—
:}::shdbhdbooﬂ—o H:st o m::ler oa B 21% 4ncﬁr::ry 15% B nj% - 65 AkF:< -112 71:2/:

Partner/Hosters s ) e °

xsengine (:20007) Service HDB (-]

diserver (:30025) Service HLB (]

Learn more: AMS documentation



https://docs.microsoft.com/en-us/azure/virtual-machines/workloads/sap/azure-monitor-overview

Azure Backup for SAP HANA | Overview

Simple and secure data protection for SAP HANA using Azure Backup’s Backint certified solution { Gl l

Cloud Automation

Key Benefits
Azure VM Azure Backup Service

Zero infrastructure solution  Workload Backup

Backint/ Extension

: | ;
] B
H v 1 Data Path .
AP _ﬁ — >
W 1 SAP HANA [¥ i 1 v’ !
Plugin I .
1 |
1
I i .
i I
I
]

Control Path Recovery Services Vault

15-minute Recovery Point Objective (RPO) o o
Coordinator Full/Differential 1
e / | /log backups aE °
o oo o0mo—o oo 1

One-click, point-in-time restores

Clear separation between guest and Azure storage accounts where backups are stored

Long-term retention &
Management at Scale Long Term Retention Security features such as
across RGs, subs, regions for over 10 years Private endpoints & soft
delete

Backup Management from Azure e )

Different Backup types One-click, PIT Restores 15min RPO with log
and Recovery models (overwrite/new db/ restore as backups
files)

Learn more: Documentation | Additional Resources



https://www.sap.com/dmc/exp/2013_09_adpd/enEN/#/d/solutions?id=8f3fd455-a2d7-4086-aa28-51d8870acaa5
https://docs.microsoft.com/azure/backup/sap-hana-db-about
https://docs.microsoft.com/azure/backup/sap-hana-backup-support-matrix

achmea D

Project Description Migration Waves Products
Fortune 500, founded in 1811, $28B Wave 1 - 25 SIDs SAP Deployment Automation Framework
revenues GW, SLT, SOLMAN, ECC, Fiori _ ' _
M-series Virtual Machines BW-on-HANA
SAP Insurance estate, serving 17,500 Wave 2 — 44 SIDs
end-users ECC, CRM, PO, FSPM, SLT Eds_v4 / Dds_v4 NetWeaver
BW on HANA migrated to Azure in Wave 3 - 23 SIDs SAPon SQL Server & Db2
2019 EQC, CRM, Finance, Banking Services, Azure Files NES w/ZRS
o . Disclosure Management
'1\1 > SA.‘P ?Ephcatlﬁns migrated to Wave 4 — 23 SID Exploring Azure Backup, Azure Monitor
zure In 15 months ave 4 = > for SAP and Azure Sentinel for SAP

BO/BI, BO/DS, ECC, SLD

“We are running at light speed.”

Peter la Croix, Sr. Manager Standard Platforms and Integration



SAP Customer
Center of Excellence
Global Virtual Summit- April 57,2022

THANK YOU

Will Bratton

Microsoft Corporation

will.bratton@microsoft.com

'--._ .' | _‘ : -

& ‘1? e | st 1 '}
;..'"1. s 'rlblrl'

1

A Collaboration of EX7 and SAPinsider



SAP Customer Cloud Center of Excellence

Microsoft Azure helping you to build, secure, operate and innovate better

o i i e s s e i g,

, [ sAP Mission
Customer Center of Expertise 1  Control Center |
. ) c1 g .. !
N Quality Management i i % E
B g JA—— L - J
| WV < Single Source of Truth >¢
L &, i MCC - Mission Control Center Y
_%\TL] I g . J T "l
Partnar il
4 il !
« Sentinel Continuous Threat l Euntm:“tm i ¥
Monitoring for SAP i % : j"
i |
* Azure Monitor for SAP oo Rl ,,-'r
Solutions
* Azure Backup for SAP HANA
*  SAP Automation Framework *  Azure Dev Ops for SAP Change
Management
* Scalable compute to 24 TB (scale—up)
and 96TB (scale-out)
Source: SAP

*  Sub millisecond storage latencies


https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/customer-center-of-expertise/media-library/general-information/continuous-improvement-and-innovation-with-a-ccoe.pdf

Azure DevOps for SAP Change Management

Cloud Platform

928

Cloud Automation
777777777777777777777777777777777777777777777 RFC ng
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|
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|
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|
I R S\ S ) W .
i XXD
I
|
i Azure $50 gl 90ATA
i % Boards | |
I ‘ @ | Generic Usd w
| | !
i f Azure — -—"i . i . 4
' ~¥  Pipelines Event queue | Custom | ! —
! | : Do ECC Central System ;
: A L Extensions i ! Generic User
i Zyre | e i
! Repos : XXG
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‘ TR Sequencing w
Objects Locking :
Syncing TRs
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Third Party Tools




Microsoft Cloud Adoption Framework for Azure

A .
XO = v @
Define Strategy Plan Ready Adopt
Understand Motivations Rationalize Digital Estate Imol A % Migrate
mplement Azure AA « Migration consideration
, I . readiness guidelines ‘ - Migration Guide
Business outcomes Prioritize and create action plan E
- - + Expanded Scope
. e . . Create Azure landing zone * Best Practices
Business justification Define and implement org and 9 ~ Iﬁ@ Innovate
skills Readiness « Innovation considerations

Implement best practices ! .
« Innovation Guide

« Expanded Scope
* Best Practices

2,

Govern
Cost management ¢ Identity Baseline
Security Baseline « Resource Consistency
Deployment Acceleration

Manage
Org Management
Change Management

http://aka.ms/cloudadoptionframework Ops Management

http://aka.ms/caf/gov/access



http://aka.ms/cloudadoptionframework
http://aka.ms/caf/gov/access
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